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Scam Warning: Fraudsters Using New Tactics to Steal Personal Data 
During COVID-19 Pandemic 

Harrisburg, PA — Pennsylvanians should take steps to protect themselves from phishing 

scams that are targeting people who are expecting a stimulus payment from the federal 

government following the outbreak of COVID-19, the Department of Revenue and Department 

of Banking and Securities announced today.   

“As we all work together to help prevent the spread of COVID-19, this unprecedented situation 

has created new opportunities for criminals to target Pennsylvanians, including those who are 

vulnerable or struggling,” Revenue Secretary Dan Hassell said. “We want to remind everyone 

that they should not provide their direct deposit or other banking information to anyone who 

contacts them on the phone, through email or text messages, or on social media.” 

The stimulus payments, otherwise known as economic impact payments, are being distributed 

by the federal government as part of the federal economic stimulus legislation that was signed 

into law in response to the COVID-19 pandemic. According to the IRS, in most cases the 

payments will be directly deposited into the bank accounts that taxpayers previously listed on 

their federal tax returns. 

However, the IRS has reported seeing a surge of scam artists perpetrating phishing schemes 

where they pose as government officials to trick people into turning over their banking 

information. Doing so may allow a criminal to steal your identity, file a fraudulent tax return in 

your name or use your personal data for other illicit purposes.   

“If you have received an unsolicited email or phone call asking for your personal or financial 

information, the safest response is to delete the email or hang up the phone,” advised Acting 

Secretary of Banking and Securities Richard Vague. “Consumers must remain vigilant about 

protecting their finances, especially if they are being pressured to act quickly.”   

How to Recognize the Scam  

According to the IRS, some of the electronic messages associated with these phishing scams 

say, “In order to receive your stimulus check via direct deposit, you will need to confirm your 

banking information.” These messages are targeting not only individual citizens, but also tax 

professionals.    

Pennsylvanians are encouraged to remember several warning signs from the IRS, which says 

scammers may: 



• Emphasize the words “Stimulus Check” or “Stimulus Payment.” The official term is 
economic impact payment. 

• Ask the taxpayer to sign over their economic impact payment check to them. 

• Ask by phone, email, text or social media for verification of personal and/or banking 
information saying that the information is needed to receive or speed up their economic 
impact payment. 

• Suggest that they can get a tax refund or economic impact payment faster by working on 
the taxpayer’s behalf. This scam could be conducted by social media or even in person. 

• Mail the taxpayer a bogus check, perhaps in an odd amount, then tell the taxpayer to call 
a number or verify information online in order to cash it. 

Tips to Avoid Scams 

•         Look for imposters: Many times, criminals will pose as a government entity or an 
official business. If you are targeted by a scam artist through the mail, phone or email, 
do not provide personal information or money until you are sure you are speaking to a 
legitimate representative. 

•         Approach unusual attachments and links with caution: Links to a website or 
attachments to an email could be infected with malware that download malicious 
software. Spyware can track the recipient’s keystrokes to obtain passwords, Social 
Security numbers, credit card numbers or other sensitive information.  

•         Conduct research online: Using information included in a potentially fraudulent notice 
or communication, such as email address domain name, company name, address or 
telephone number, conduct a search online to see if a scam has been reported by other 
people or government agencies. 

Tips to Remember About Stimulus Payments 

The U.S. Treasury Department and the IRS announced the stimulus payments will be 

distributed automatically, with no action required for most people. The IRS also said it would 

post additional information on IRS.gov/coronavirus as it becomes available. 

Steps to Follow if You Are a Victim of a Scam 

The Department of Revenue reminds taxpayers that it has a Fraud Detection and Analysis Unit 

dedicated to assisting victims of identity theft and combating tax refund fraud.  

If you are a victim of identity theft or discover a fraudulent Pennsylvania personal income tax 

return was filed using your identity, please contact the Fraud Detection and Analysis Unit by 

emailing RA-RVPITFRAUD@pa.gov. 

https://gcc01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fu7061146.ct.sendgrid.net%2Fls%2Fclick%3Fupn%3D4tNED-2FM8iDZJQyQ53jATUeugZ-2FNXL8KZLAlpEfxoclwYeJR3K0ERnubkv29wqTH-2FUTmQ_GGZ8UpyvnF1lwRevv0I52CH-2Fb3jrPN-2BiXLTVBj57X5WoF-2B5rNZs0QztJp2JaabxtQqL-2F95zIUWwck0bOQKqhr4wSD44RVZrSucEGEOsxQ2fQj-2F8JTAebKhQ6aOybz9QN6KPeyyWRhQpTCK3vM2rCBl7TgKS74wa44Wc1BbmSppANVxgPKx0gqkI56gJuUIQXSVDfQtnn-2Bg9v0QmlFuegPguz7mvRkVjChXTaj7TS4e5ufP8M4xAofas792VAiDDi3tWbw7AaI-2B-2BdRkIVqrVSkMlAPN-2FvZGnV0T6SKNJxb1QiRAdCRhOzfyNsTXwLAj3CYojAbdhzIE49wR48s-2B72RLH0N9aM66SB9cxjz6yity8-3D&data=02%7C01%7Cruthmiller%40pa.gov%7C4814bb1cd6004f14d83a08d7daff0ee8%7C418e284101284dd59b6c47fc5a9a1bde%7C0%7C0%7C637218661308286730&sdata=cRkImvkYUcOL0Q7GRJLjukyc8FVYQ8l7Kw68siD9GMk%3D&reserved=0
mailto:RA-RVPITFRAUD@pa.gov


For more information on ways to protect yourself, visit Revenue's Identity Theft Victim 

Assistance webpage. You can also find further information about protecting yourself online at 

PA.gov/Cybersecurity.  

Find more information on COVID-19-related financial scams. Anyone can contact the 

Department of Banking and Securities at 1-800-PA-BANKS or 1-800-600-0007 to ask questions 

or file complaints about financial transactions, companies, or products. If you believe you have 

fallen victim to a scam, contact local law enforcement through a non-emergency number. 

Visit the commonwealth's Responding to COVID-19 guide for the latest guidance and resources 
for Pennsylvanians or the Pennsylvania Department of Health’s dedicated coronavirus 
webpage  for the most up-to-date information regarding COVID-19 
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